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The situation

One of our clients was met by an unpleasant surprise 
when he returned from his holiday: more than £2,000 had 
been withdrawn from his account, without his knowledge 
or consent. The client was out of the UK at the time of the 
withdrawals, leaving him puzzled as to how the money 
could have been taken from his account.

The client immediately cancelled his card and made 
contact with the companies who had debited his account. 
However, as it proved difficult to get the money back and 
explain his very unfortunate situation, he contacted red24 
for assistance.

How we assisted

Our Crisis Response Management Centre directed the 
case to one of our senior investigators, who provided 
advice on how to rectify the mistakes and recoup his 

losses. Our senior investigator contacted the client’s bank 
and explained the matter.

He also investigated how the card details had been stolen; 
apparently the client had received a phishing email some 
days before he went on holiday. The email had asked 
him to reply with several personal details, including 
the password for his email account, which he did. As a 
result, the scammers were able to obtain other sensitive 
information, as the client used the same password in 
multiple locations, including his Verified by VISA account. 
This allowed the fraudsters to use his card online.

The scam was reported to the bank’s fraud department, 
the police and Action Fraud, the UK’s national fraud and 
internet crime reporting centre. Our crisis assistance 
specialists liaised with the client’s bank, who immediately 
took action. As a result, the client’s money was returned to 
his account.

‘I was very pleased with the service I got from red24. Their 
staff was very professional and helpful throughout the 
process.’ How to keep your profile safe online

Do’s
• Use a mix of lower and upper case letters as well  
 as numbers to create a strong password
• Remember to log out of email, internet banking  
 and social media accounts when leaving the   
 computer. 
• Make sure the computer in use has anti-virus   
 software installed and that it is up to date at all times.

Dont’s
• Never use an obvious password, like ‘abc123’ or a  
 birthday.
• Never use the same password twice.
• Never give away your PIN number, card details or  
 any other personal information to untrusted sources.

What is phishing?

Criminals send bogus communications such as emails, 
letters, instant messages or text messages. Often 
these appear to be authentic queries from legitimate 
organisations. Embedded links within the message can 
direct victims to a hoax website, where login or personal 
details may be requested. This can also lead to viruses, 
which can infect computers or smartphones.

Once personal details have been accessed, criminals 
can then record this information and use it to commit 
crimes such as identity theft and bank fraud.
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