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Job Title Junior Systems Administrator 

 
Main Goals & 
Objectives 

1. To work as part of the Systems Operations team in the fast-paced 
working environment of red24’s Crisis Response Management Centre 
in Cape Town 

2. To assist with the architecture, design, implementation, maintenance 
and daily support of back-office and client-facing systems in all office 
locations, including Linux and Windows-based server and desktop 
management 

3. Investigates and analyses feasibility of system requirements and 
develops system specifications 

4. Serves as a technical expert in the area of system administration for 
complex operating systems 

Reporting Line Systems Operations Manager 

KNOWLEDGE/EXPERIENCE REQUIREMENTS 

Technical Competencies 

1. Relevant tertiary IT certification (eg 
A+, N+, MCITP, CCNA) or equivalent 
experience 

2. Minimum two years’ systems 
administration experience working in 
a mixed systems IT environment 

3. Ability to support MS Server and 
desktop applications essential 

4. Ability to support Linux essential 
5. Strong understanding of different 

internet, networking and telephony 
technologies (ADSL, 3G, Wi-Fi, VPN, 
etc.) 

6. Ability to support virtual and cloud 
environments (Vmware, Amazon 
AWS, Azure and Google Apps)  

7. Proven analytical and problem 
solving ability 

8. Development Operations (DevOps) 
experience and competent in a 
scripting language (PowerShell, 
Bash, Python or Perl) 

 
 
 

Personal Competencies 

1. Good verbal/written communication 
2. Excellent interpersonal skills 
3. Works well under pressure 
4. Responsible attitude  
5. Positive team player 
6. Able to take initiative 
7. Good time management 
8. Attention to detail, methodical 
9. Customer service orientation 
10. Professional approach and conduct  
11. Eager to learn 
12. Ability to show a high degree of discretion and 

confidentiality 
13. Set the standard of expectancy for Quality and 

Security management systems 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Junior Systems Administrator 
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Performance Areas Tasks/Functions 

Environment 1. Implement and maintain security policies for the computer 
system and network, as directed by the Systems Operations 
Manager 

2. Manage servers and networking equipment including installing, 
maintaining and upgrading of Linux and Microsoft Windows 
based servers and desktops 

3. Assist developers with systems-related requests and issues 
4. Perform light programming (usually scripting, which involves 

writing programs to automate tasks) as required 
5. Ensure corporate hardware is configured to company standards 

(including standard applications, policies and anti-virus) 
6. Applying operating system updates, patches, and configuration 

changes 
7. Maintain back-ups and perform regular testing in compliance with 

the back-up policy 
8. Maintain disaster recovery protocols and participate in regular 

testing 
9. Monitor network communication 
10. Analyze system logs and identify potential issues with computer 

systems 
11. Performing routine audits of systems and software 
12. System performance tuning 
13. Quickly arrange repair for hardware in occasion of server 

hardware failure 
14. Managing user accounts, resetting passwords, etc. 
15. Assist IT Support Technician with day to day tasks where needed 
16. Identify areas for streamlining or improvement of processes, 

systems or networking and discuss with the Systems Operations 
Manager 

17. Stand-in for the IT Support Technician when that individual is not 
in the office for whatever reason 

18. Mentor / cross train team members on existing and new 
technologies 

19. Other duties as assigned 

Communication 1. Provides solutions in a timeous and professional manner to users 
for support tickets raised 

2. Escalate support tickets that cannot be resolved timeously to a 
more senior member of the infrastructure team, along with any 
relevant information or suggestions 

3. Provide good input and detailed diagnostics when escalating to 
senior staff members and management 

4. Ensures that all interactions with users, clients and vendors are 
professional and positive 

Documentation 1. Record meaningful and detailed root cause as well as actions 
taken against Service Desk tickets 

2. Coordinate hardware and software orders and purchases with IT 
Support Technician 

3. Ensure routine processes are documented on the IT intranet and 
kept up-to-date 

4. Maintain standard build list for servers and workstations 
5. Ensure asset inventory is maintained 
6. Ad hoc reporting as requested 
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Information 
Security 

1. Adhere to applicable information security procedures and policies 
as updated from time to time on the ISMS 

2. Report any information security incidents or potential information 
security threats to your line manager or the Information Security 
Management Officer 

3. Take a proactive approach to information security 
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